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Abstract— In this work we consider the problem of secure data
transmission on an acyclic multicast network. A new information
theoretic model for security is proposed that defines the system
as secure if an eavesdropper is unable to get any “meaningful”
information about the source. The “wiretap” network model by
Cai and Yeung in which no information of the source is made
available to the eavesdropper is a special case in the new model.

We consider the case when the number of independent
messages available to the eavesdropper is less than the multicast
capacity of the network. We show that under the new security
requirements communication is possible at the multicast capacity.
A linear transformation is provided for networks with a given
linear code to make the system secure. The transformation
needs to be done only at the source and the operations at the
intermediate nodes remain unchanged. We also show that if
random coding scheme is used the probability of the system
being secure can be made arbitrarily close to one by coding over
a large enough field.

Index Terms— Secure Network Coding

I. I NTRODUCTION

I N their pioneering work, Ahlswedeet al [1] showed that
multicast rates could be increased by allowing for network

coding instead of just routing. They showed that the multicast
capacity is equal to the minimum of the max flows from the
source to the destinations. Li and Yeung [8] showed that linear
codes are sufficient to achieve the multicast capacity. Hoet
al [4], [5] proposed a random coding scheme in which the
messages on outgoing edges of a node are chosen to be a
random linear combination of the messages on its incoming
edges. They showed that the probability of the resulting
network code being a valid multicast code can be made
arbitrarily close to one by coding over a large enough field.

In many applications that require multicasting, it is neces-
sary to make sure that only the intended destinations receive
the transmitted data. This problem of secure data transmission
on a multicast network was first studied by Cai and Yeung
[2]. They considered a rateh multicast code used in an acyclic
multicast network and they showed that if an eavesdropper had
access to at mostk independent messages(k < h) then it is
possible to modify the given linear code and transmit securely
at a rateh−k. They imposed an information theoretic security
requirement in which a system was said to be secure if and
only if the mutual information between the messages available
to the eavesdropper and the source symbols is zero.

In practice, the security requirement may not be this strict.
For example, consider an eavesdropper having access tob1 ⊕
b2. Although the eavesdropper has one bit of information about
the source he is unable to recover any of the source bits.
This may be secure enough for the application but is not
information theoretically secure. If the security requirement is

weakened to suit practical requirements the loss in multicast
rate can be reduced.

In [7], Jain derived a necessary and sufficient conditions for
secure unicasting in cyclic networks at a rate of one symbol
per unit time. An interesting observation made in [7] was that
for a computationally limited eavesdropper with the use of one
way functions it is possible to transmit at a higher rate without
the eavesdropper getting any “meaningful” information about
the source. This is another example where the system is secure
for practical purposes although information theoretically it is
not secure.

In other related work Feldmanet al [3] consider the same
set up as Cai and Yeung [2]. They show that the problem of
finding a secure network code is same as that of finding a block
code with some distance properties. They use that to show a
tradeoff between the required field size and the multicast rate
and show that the required field size could be unbounded if no
loss in multicast rate is allowed. Hoet al [6] consider another
aspect of security, security against Byzantine attack in which
an attacker modifies some packets.

In this paper we give a new information theoretic model for
security which accommodates a lot more practical require-
ments on security. The model proposed by Cai and Yeung
is a special case in the new model. We give an information
theoretic definition for meaningful information which is suited
for many practical systems. We then give a constructive proof
to show that it is possible to multicast without revealing any
meaningful information and without any loss in rate when the
number of independent messages available to the eavesdropper
is less than the multicast capacity of the network.

We then study the robustness of the security scheme against
an eavesdropper who is able to procure some side information.
We show that it is possible to multicast at the multicast
capacity using a secure network code that is maximally secure
against guessing. i.e. if the eavesdropper has access tok
independent messages and the multicast capacity ish then
it is possible to construct a rateh multicast code such that for
the firsth− k − 1 guesses the eavesdropper recovers at most
one symbol per guess but withh− k guesses he recovers all
h symbols.

We then consider the case of computationally limited eaves-
dropper. With the use of one way functions, we show that the
system can be made secure against a computationally limited
eavesdropper without any loss in rate when the number of
independent messages available to the eavesdropper is less
than the multicast capacity.

We compute bounds on the probability that a random code
is not secure and show that the probability can be made
arbitrarily close to zero by increasing the field size.

This paper is organized as follows. In the next section we



give the notation used in this paper. In section III we give
a precise definition for meaningful information and describe
our security model. In section IV we give a constructive
proof to show that weakly secure communication is possible
without any loss in rate. In section V we study the security
provided by the proposed scheme when an eavesdropper is
able to procure side information. In section VI we discuss
the case of computationally limited eavesdropper. In section
VII we extend our results to general security requirements. In
section VIII we show that random codes are secure with high
probability and finally we summarize our results in section IX.

II. N ETWORK MODEL AND NOTATION

We represent a network by a directed graphG = (V, E),
where V is the set of vertices (nodes) andE is the set of
edges (links). Each edge is assumed to have a unit capacity.
In the multicast problem a source nodeS sends information
X(t) = (x1(t), x2(t), · · · , xr(t))T at time t to destination
nodesD1,D2, · · · ,Dd. When we consider a particular time
instant we represent the input by justX = (x1, x2, · · · , xr)T .
We denote the multicast capacity of this network byh.

A network code is said to be linear if the message on any
outgoing edge of any node is a linear combination of the
messages on the incoming edges of the node. We represent
a linear code over graphG by (G,Φ, r, Fq) whereΦ defines
the input output relationship for each node,r is the rate of
transmission andFq is a field of sizeq over which the code is
defined. In a linear code if the source nodeS also transmits
a linear combination of the source symbols in each of its
outgoing edges then it is easy to see that the message on
any edge will be a linear combination of the source symbols.
Therefore for a linear code the message on edgeej ∈ E can
be written asΓej

X whereΓej
is a lengthr vector overFq.

We note that if the source transmits a linear transformation of
X, CX, instead ofX then the message transmitted on edge
ej would beΓej

CX.
A wiretap network is specified by a collectionA of sets of

edges.A = {A1, A2, · · · , A|A|}; Ai ⊂ E . An eavesdropper
selects a particular setAi ∈ A and listens to all messages
transmitted on edges inAi to get some information. We
assume that the set doesn’t change with time. For convenience
we will use the name Eve for the eavesdropper. When we
are specified a linear code and a wiretap network we use
Ai to represent a matrix whose rows contain all linearly
independentΓej

’s corresponding to edgeej ∈ Ai. In this case
the messages available to Eve isAiX. The number of rows in
Ai is represented byki. We definek asmaxi ki. We use the
notation row space ofAi ∈ A to represent the space spanned
by the rows ofAi.

We usebj to denote thejth row of matrixB. The jth row
of matrix Ai is represented byai,j. We represent rowsj to
j + r of matrix B by Bj+r

j . Ir is used to denote anr × r
identity matrix. We use the notation∪B to represent the set
that contains rows ofB as its elements. We use span{B} or
span{∪B} to represent row space ofB.
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Fig. 1. Network 1

III. M EANINGFUL INFORMATION

Consider a set of messagesM . Let U andG be subsets of
the set containing the multicast information symbols. We say
that M has no information aboutU given G if I(U ; M |G) is
zero. We say thatM has nomeaningful informationaboutU
given G if I(xi(t); M |G) = 0 ∀xi(t) ∈ U . In this paper we
consider the case when we haver streams of data that need to
be multicast and the setsU andG are such that ifxi(t1) ∈ U
and xj(t2) ∈ G then xi(t) ∈ U and xj(t) ∈ G ∀t. The sets
U and G are then subsets of the set of streams. We use|U |
to represent the number of streams inU . In a general secure
network coding problem a network, a collection of wiretap
setsA, and P pairs of sets(Up, Gp) will be specified. We
will need to design a code such thatI(M ; Up|Gp) = 0 ∀p.

In this work we concentrate on two special cases and
generalize the results towards the end. We say that Eve
has no information about the source ifI(X(t); M) = 0 ∀t
whereM is the set of messages that Eve chooses to observe.
This corresponds to the case whenU contains all the source
streams andG is empty. The security condition considered
by Cai and Yeung [2] falls in this category. We will use
Shannon security to refer to this security requirement. The
second case we consider is when Eve gets no meaningful
information about the source i.e.,I({xi(t)}∞t=1;M) = 0 ∀i for
messagesM observed by Eve. This corresponds to the case
when we are given pairs of sets(U1, G1), · · · , (Ur, Gr) with
Ui = {xi(·)} andGi is null. We call this type of security as
weak security. For example, if Eve accesses an edge containing
x1 ⊕ x2, wherex1, x2 are i.i.d. bits from source she gets one
bit of information about the source but she doesn’t get any
meaningful information. The system is then weakly secure but



not Shannon secure.
These two notions of security have different capacities as is

shown in the following example. Consider the network shown
in Fig. 1. The edges have unit capacity. The multicast capacity
for this network is 2 and a capacity achieving coding scheme
that multicasts two symbols,x1 andx2, is shown in Fig. 1(a).
Let us assume that Eve can listen to any one edge on this
network. Consider the coding scheme shown in Fig. 1(b).x1

represents a sequence of source symbol andw is a uniform
random sequence independent of the message. Each edge in
the coding scheme shown gets message of the formax +
bw, b 6= 0 and its easy to seeI(x1; ax1 + bw) is zero when
b 6= 0. Therefore the coding scheme is Shannon secure. It can
be shown that this is the maximum multicast rate supported
when this system has to be Shannon secure. When the security
condition is relaxed to weak security then using the scheme
shown in Fig. 1(c) two symbols can be multicast without Eve
getting any meaningful information about the source. With
the data that is available on the edges she cannot determine
any of the source symbols. In (Fig. 1(d)) another scheme that
is weakly secure is shown, but here the coding is done over
multiple time slots.

The codes shown in the example have two interesting
properties. In the examples, it can be seen that the secure
code (Fig. 1(b), 1(c), 1(d)) can be derived from the original
code (Fig. 1(a)) by just changing the outputs of the source
node. The encoding functions at the intermediate nodes do not
require any change. The second property is that sometimes, to
get a secure code, it may be necessary to increase the field size
(Fig. 1(b), 1(c)) or the number of time slots (Fig. 1(d)) over
which the coding is done. For example the code shown in Fig.
1(a) is a valid code inF2 but it is not possible to construct
a code overF2 which is Shannon secure or weakly secure.
Note that by increasing the number of time slots over which
coding is done we are able to even keep the operating field
in the intermediate nodes the same. The proofs for the results
presented in this paper are for the case when the operating
field size is changed. Very similar proofs can be used to show
that the results hold when coding is done over multiple time
slots. In the second case the intermediate nodes do not have
to change their operations.

IV. M ULTICAST CAPACITY OF WEAKLY SECURE

NETWORK

In this section we find the multicast capacity of a wiretap
network under weak security requirements when the number
of independent messages available to the eavesdropper is less
than the multicast capacity.

Theorem 1:Consider a network code(G,Φ, h, Fq) and
a collection of sets of wiretap edgesA. If k =
maxA∈A rank(A) < h then there exist a transformation
matrix C, h×h, overFqm , qmh > |A|qmk + qm(h−1) , which
when applied to the source makes the network code weakly
secure.

Proof: Let X = (x1, x2, · · · , xh)T be the input vector
that is sent over the network. Since a linear code is being
used the message on each edgeej can be writtenΓej

X. With

each setAi ∈ A, Ai = (ej1, ej2, · · · , ejki
), we associate a

matrix Ai, ki × h, such that thelth row of Ai is Γejl
. The

message obtained by Eve by accessing edges inAi is AiX.
Eve tries to recover any information she can by performing
linear operations onAiX.

If the source transmits a linear transformation of the input,
i.e., source transmitsCX instead ofX, then the message
available to Eve isAiCX. We note that in this case the
destination nodes can solve forCX using the same network
code and whenC is full rank they can recoverX from CX.
If C is not full rank some portion of the information will be
lost.

We will now give a constructive proof to show that a
linear transformation of the source is sufficient to achieve
weak security. In a weakly secure system Eve cannot recover
any information symbols from the observed messages. By
taking linear combinations of the observed symbolsAiCX
Eve shouldn’t be able to recover anyxj which implies

biAiC 6= Ih,n ∀bi, n, i (1)

where Ih,n is the nth row of an h × h identity matrix and
bi is a ki × n vector inFqm Multiplying both sides byC−1,
the necessary condition for the system to be weakly secure
becomes

biAi 6= Ih,nC−1 ∀bi, n, i (2)

The above condition is satisfied if we find a full rank matrix
C−1 such that each row inC−1 is not in the row space of
eachAi ∈ A. The matrixC−1 is constructed as follows The
(l+1)th row in C−1, c−1

l+1, is selected as a lengthh vector with
elements inFqm that is not in span{Ai} for i = 1 · · ·L and
not in span{{C−1}l1}, the previousl selected rows inC−1.
Such a vector can definitely be found if the total number of
vectors in theh-dimensional space is more than the sum of
the number of vectors in the subspaces that it shouldn’t lie in.
i.e. c−1

l+1 can be found if

qmh >
∑

Ai∈A

qmki + qml for l = 0, 1, · · · , h− 1 (3)

Using the fact thatki ≤ k the sufficient condition in Eq. 3 is
satisfied if

qmh > |A|qmk + qm(h−1) (4)

The sufficient condition in Eq. 4 can be satisfied by choosing
a sufficiently largeq and hence a linear transformationC can
be found that transforms the given code into a weakly secure
code.

Corollary 1: In a network that supports a multicast rate of
h, if at most k(k < h) edges can be tapped simultaneously
then the multicast capacity under weak security requirements
is h.

Proof: The network supports a multicast rate ofh so a
linear code can be found to multicasth symbols [8]. From
theorem 1 ifk < h a transformation at the source can be
applied to make it weakly secure.



A. Shannon Secure Network Coding

In this section we give a slightly different proof to some
of the previous results in secure network coding using the
same formulation as in the proof above. For this problem, a
network code(G, Φ, h, Fq) and a collection of sets of edges
A is specified. The input vector is divided into two portions
X = ((x1, · · · , xr), (xr+1, · · · , xh))T . The firstr symbols are
information symbols and the remaining symbols are chosen
uniformly from Fqm .

When Eve accesses edges in the setAi, she sees messages
AiX. To make the system secure we have to find a transfor-
mation matrixC such that Eve doesn’t get any information
about the source from the observed messagesAiCX. Let k =
max rank(Ai). Eve can get information from the messages she
observes only if she is able to get some linear combinations
of the message symbols. Therefore the system will be secure
if we are able to find a full rank matrixC such that

bAiCX 6= [α1α2 · · ·αr0 · · · 0]X ∀ i,b, (α1 · · ·αr) 6= 0 (5)

Clearly Eq. 5 can be satisfied if we find aC such that the row
space of the firstr rows of C−1 has no vectors in common
with the row space of any of theAi’s apart from of course
the zero vector. The procedure for constructingC−1 is as
follows. For l = 0 to r − 1 we selectc−1

l+1 as a vector not in
span{∪Ai ∪ {C−1}l1} for all Ai ∈ A.

Lemma 1:The space spanned by the firstr rows of C−1

obtained by using the procedure given above has no intersec-
tion with the space spanned byAi apart from the zero vector.

Proof: We prove by contradiction. Let us assume that

ki∑

i=1

λiai,j =
r1∑

l=1

αic−1
l (6)

We assume thatr1 ≤ r is the largesti such thatαi 6= 0

c−1
r1 = α−1

i (
ki∑

i=1

λiai,j −
r1−1∑

l=1

αic−1
l ) (7)

i.e. c−1
r1 ∈ span{∪Ai ∪r1−1

j=1 c−1
j } which is a contradiction.

Hence proved.
Using Lemma 1 and the construction procedure if we are

able to findr vectors then the remaining vectors inC−1 can
be chosen as basis vectors of the space orthogonal to the first
r vectors. So if ther vectors are found the remainingh − r
can be found. A sufficient condition for finding the r vectors
is as follows. It is possible to findc−1

l+1 if

qmh >
∑

Ai∈A
qmki+ml for l = 0, 1, 2, · · · , r − 1. (8)

Eq. 8 is satisfied if

qmh > |A|qmk+ml for l = 0, 1, 2, · · · , r − 1. (9)

if (r > h − k) Eq. 8 cannot be satisfied. Ifr ≤ h − k then
matrix C−1 can be found and the condition reduces to

qm(h+1−k−r) > |A| (10)

if r = h − k then if q > |A| a secure network code can be
found [2]. if r = h − (1 + ε)k then if q > |A| k

1+kε a secure

network code can be found [3]. Although the construction
procedure for the matrixC is the same as that in [2] the
proof differs in the sense that in [2] the construction procedure
is described and then it is proved that the code constructed is
secure. Here, the construction procedure is motivated from the
security condition and hence the resulting code is guaranteed
to be secure. It also directly gives a sufficient condition on the
required field size when some loss in rate is allowed.

V. SECURITY AGAINST GUESSING

In this section we look at the security aspects when the
eavesdropper is able to guess some information. We assume
that Eve is able to perfectly guess some linear combinations
of the message symbols. Eve is also allowed to choose the
linear combinations. We study the amount of information she
can recover per bit of information she guesses.

Consider a system that is Shannon secure. ThenI(M ; S) =
0. Let G represent the guesses.I(M ; S, G) = I(M ; S) +
I(M ;G|S) ≤ H(G). Therefore Eve can recover only one bit
of information per bit of information that she guesses. Now
consider the following example. In a system that multicasts
5 bits lets say that the eavesdropper has access to two
observationsx1⊕x5 andx2⊕x5. By guessing one bit sayx5

Eve will be able to get three bits of information. We will now
show that it is possible to make the system weakly secure and
maximally secure against guessing without any loss in rate.

Theorem 2:If an eavesdropper listens to messages onAi

and guesses information then it is possible to find a transfor-
mationC overFqm such that the number of symbols recovered
usingg guesses is at mostg wheng < h−ki. Wheng = h−ki

the eavesdropper can recover allh information symbols.
Proof: Before we prove the theorem we prove the

following lemma’s.
Lemma 2:Given a set ofk linearly independent equations

AX = b for h variables such that none of theh variables can
be solved, it is possible to solve forl variables sayxj1 , · · · , xjl

given g linear equationsb1X = b1,b2X = b2, · · ·bgX = bg

if and only if the dimension of span{∪A∪l
i=1 Ih,ji} ≤ k + g.

Proof: If we are able to solve forxj1 , · · · , xjl
using

the g equations then we know that{Ih,j1 , Ih,j2 , · · · , Ih,jl
} ⊂

span{∪A ∪ b1, · · · ∪ bg} and therefore dim(span{∪A ∪l
i=1

Ih,ji}) ≤ k + g.
If dim(span{∪A ∪ Ih,j1 ∪ Ih,j2 · · · ∪ Ih,jl

}) ≤ k + g, we
can find g vectorsb1, · · · ,bg not in span(A) such that the
span{∪A ∪g

i=1 bi} covers thek + g dimensional space that
includes vectorsIh,j1 , Ih,j2 , · · · , Ih,jl

.
Lemma 3:Given a set ofk linearly independent equations

AX = b for h variables such that none of theh variables can
be solved, it is possible to solve forl(l > g) variables given
g equations(g + k < h) if and only if the dimension of span
of A and someh− k rows of identity matrixIh, is less than
h.

Proof: If we are able to findh−k rows of identity matrix
Ih, (Ih,j1 , · · · , Ih,jh−k

) such thatD = dim(span{∪A ∪h−k
i=1

Ih,ji}) < h, then from Lemma 2 we can findg = D − k <
h − k equations that can be used along with thek equations
AX = b to solve for theh− k variables.



Now consider the case when we are giveng equations such
that we are able to solve forl variables sayxj1 , · · · , xjl

. Let
xr1 , · · · , xrh−l

be variables that aren’t in the setxj1 , · · · , xjl
.

If l > (h− k) consider the spaceS1 = span{∪A∪h−k
i=1 Ih,ji}.

By lemma 2 dimension ofS1 is g + k < h. If l < h − k

consider the spaceS2 = span{∪A ∪l
i=1 Ih,ji ∪(h−k−l)

i=1 Ih,ri
}.

Since thel variables can be solved withg equations, from
lemma 2 dim(span{∪A ∪l

i=1 Ih,ji
}) is at mostk + g. Space

S2 is the span of these vectors in thek + g dimensional space
andh−k− l more vectors. Therefore dim(S2) ≤ k+g+(h−
k − l) = h + g − l < h.

From Lemma 3 to ensure that the eavesdropper recovers
only one symbol per guess up toh−ki−1 guesses we should
find a transformationC such that the span ofAiC and any
selections ofh− ki rows of Ih×h is always the entire space.
In other words we need to make sure thatC is such that span
of Ai and anyh− ki rows of C−1 is a h-dimensional vector
space. Such aC is constructed using the following procedure.

c−1
l+1 is chosen as a vector not in the span of{C−1l

1} and
not in the span ofAi and all combination ofmin((h− ki −
1), l) vectors from(c−1

1 , · · · , c−1
l ). Using arguments similar

to the ones used before we can show that the such a matrix
can definitely be found if the fieldFqm is chosen such that

qmh >
∑

Ai∈A

(
h− 1
h− ki

)
qm(h−1) + qm(h−1) (11)

We can find a large enoughm such that the sufficient condition
11 is satisfied and hence a transformationC can be found that
ensures that the eavesdropper gets only one symbol per guess
till h− ki − 1 guess.

VI. COMPUTATIONALLY L IMITED EAVESDROPPER

In [7], Jain had shown that it is possible to increase the
multicast capacity for secure communication when the eaves-
dropper is computationally bounded. He assumed the existence
of one way functionf such that computingf(x) from x
is feasible but recoveringx from f(x) is computationally
infeasible. Use of one way functions in a weakly secure
network code does not increase capacity whenk < h but
it could give significant reduction in the required field size.
We assume that the one way function is such that f(x)+f(y) is
random and if x and y are independent it does not give any
information about any linear combination of x and y.

A simple scheme using one way functions is described
below. For the network we first find a linear network code. In-
stead of transmitting symbolsX = (x1, x2, · · · , xh) we trans-
mit X = (x1, x2+f(α11x1), x3+f(α21x1+α22x2), · · · , xh+
f(

∑h−1
j=1 αhjxj)). A linear transformation is done to the new

source symbols so that the eavesdropper cannot recover the
first symbolx1. A sufficient condition on the field size security
security against computationally limited eavesdropper is

qmh > |A|qmk (12)

Like before the system can also be made maximally secure
against guessing.

VII. M ULTICAST CAPACITY UNDER ARBITRARY

SECURITY CONSTRAINTS

In this section we consider the problem when we have data
that requires different types of protection. We are given P pairs
of setsUp and Gp and the security requirement is that the
eavesdropper should get no information aboutUp given Gp.

Theorem 3:Consider a network code(G, Φ, h, Fq) and a
collection of sets of wiretap edgesA. Let k = maxA∈A |A|. If
the security requirements specified by sets(Up, Gp) are such
that max(|Up| + |Gp|) ≤ h − k then there exists a linear
transformation of the source symbols that makes the network
code secure.

Proof: We first note that the information about message
symbols in Up given Gp is zero if and only if the span
of vectors corresponding to streams inUp has a non trivial
intersection with the span of vectors inAiC∪Gp. If we make
sure that spanUp∪Gp has no nontrivial intersection withAiC
then span{Up} ∩ span{AiC ∪Gp} = {0}.

A matrix C that satisfies these conditions is constructed
as follows. The(l + 1)th row in matrix C−1 is constructed
as follows. c−1

l+1 is chosen as a vector not in the span of
{{C−1}l1} and not in span of{∪Ai ∪ c−1

j1(p) · · · ∪ c−1
jz(p)

for all i and for all p such thatxl+1 ∈ Up ∪ Gp where
{xj1(p), xj2(p), ...xjz(p)} is the largest set inUp∪Gp such that
j1(p), · · · , jz(p) are all less thanl +1. If |Up|+ |Gp| < h− k
then using the techniques used before we can show that we
can find a validC in a sufficiently large field.

VIII. S ECURITY AND RANDOM CODING

Ho et al [4], [5] showed that if each node sets its outputs to
be a random linear combination of its inputs then the network
code obtained is a valid multicast code with probability
(1 − η/q)d whereη is the number of times a random linear
combination is done,q is the field size andd is the number
of destination node. In this section we find bounds on the
probability of a random code being secure.

Theorem 4:Given a network that employs random coding,
the probability that an eavesdropper gets meaningful informa-
tion about the source is less than|A|hk

q(h−k) . The probability that
the eavesdropper is able to get more than one symbol per guess
for any g < (n− k) guesses is bounded by

(
h
k

) |A|k
q .

The probability that a random code is not Shannon secure
is bounded by|A|kq .

Proof: Consider an eavesdropper, Eve, listening to mes-
sages on edges in a setAi ∈ A. Eve recovers a particular
symbol xj iff row space of Ai includes Ih,j . The only
restriction imposed by the network is that the output message
on any edge is a linear combination of the messages on the
incoming edges. This translates to the fact that someki rows
of Ai are independent and random and the others rows are
a linear combination of these rows. An upper bound on the
probability of Eve decoding any bitxj by listening to edges
in Ai whenki < h andq > h is derived below.

Let ζ be the number of matricesAi, ki × h, with elements
in Fq such that row space ofAi doesn’t include any row of
the identity matrix.

ζ ≥ (qh − qh)(qh − q2h) · · · (qh − qkih) (13)



where each term in the product is a lower bound for the
number of choices ofai,j givenai,1,ai,2, · · · ,ai,j−1 such that
the span{ai,1, · · · ,ai,j} doesn’t include any row ofIh. The
number of matricesAi is qhki . If Pi is the probability that
row space ofAi doesn’t include any row ofIh then

Pi ≥
∏ki

j=1(q
h − hqj)

qhki
=

ki∏

j=1

(1− h

q(h−j)
) (14)

We can now find a lower bound on the probabilityPWS that
a random coding scheme is weakly secure.

1− PWS ≤
∑

i

(1− Pi) ≤
∑

i

(1−
ki∏

j=1

(1− h

q(h−j)
))

≤
∑

i

(1− (1− h

q(h−ki)
)ki) ≤

∑

i

hki

q(h−ki)

≤ |A|kh

q(h−k)
(15)

We now consider the case when Eve is able to guessg linear
combinations of the message symbols perfectly while listening
to edges inAi. We are interested in finding the probability
Pg(i) that Eve is able to recover more thatg symbols withg
guesses wheng < h − ki. Eve will be able to recover more
than g symbols usingg guesses if the space spanned byAi

and someg + 1 rows of Ih has a dimension strictly less than
ki +g+1. Let ηg be the number of matricesAi with elements
in Fq such that space spanned byAi and g + 1 rows of Ih

has a dimensionki + g + 1. We have

η ≥
ki∏

j=1

(qh−
(

h

g + 1

)
qg+j) ≥ (qh−

(
h

g + 1

)
qg+ki)ki (16)

We have

Pg(i) =
η

qh
≥ 1−

(
h

g + 1

)
ki

qh−ki−g
(17)

The probabilityPWSG that with g guesses the eavesdropper
recover more thang symbols(g < h − k) is upper bounded
by

PWSG ≤
∑

i

(1− Pg(i)) ≤
(

h

g + 1

) |A|k
qh−k−g

(18)

There is a tradeoff between the field size and security against
guessing. If maximum possible security is required theng =
h−k−1 and the lower bound on the probability of the system
being maximally secure reduces to1− (

h
k

) |A|k
q .

Note that for the Shannon security case the proof remains
almost the same as the proof for case with guessing but here
we need not consider all combinations ofg + 1 rows of Ih.
As data is sent only in the first(h− k) rows we need to pick
g +1 rows from the firsth−k rows of Ih. For large field size
the bound in this case becomes|A|kq .

IX. CONCLUSION

We defined a new model for security that is more suitable
for practical applications. We showed that for practical security
requirements like computationally limited eavesdropper when

the number of independent messages available to the eaves-
dropper is less than the multicast capacity, secure communica-
tion is possible without any loss in rate. We also showed that
the processing necessary to make a given code secure had to
be done only at the source and destination nodes leaving the
operations at the intermediate nodes unchanged. We showed
that it is possible to make the system maximally secure against
guessing. Finally we showed that random coding is secure with
high probability if the coding is done over a large field.
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