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Abstract— In this work we consider the problem of secure data weakened to suit practical requirements the loss in multicast
transmission on an acyclic multicast network. A new information rate can be reduced.
theoretic model for security is proposed that defines the system |, [7], Jain derived a necessary and sufficient conditions for
as secure if an eavesdropper is unable to get any “meaningful” T oo -
information about the source. The “wiretap” network model by Secure_ unlcastlng_ in CyCI_'C networks _at a rate _Of one symbol
Cai and Yeung in which no information of the source is made Per unit time. An interesting observation made in [7] was that
available to the eavesdropper is a special case in the new model.for a computationally limited eavesdropper with the use of one
We consider the case when the number of independent way functions it is possible to transmit at a higher rate without
messages available to the eavesdropper is less than the multicasthe eavesdropper getting any “meaningful” information about

capacity of the network. We show that under the new security e .
requirements communication is possible at the multicast capacity. the source. This is another example where the system is secure

A linear transformation is provided for networks with a given  fOr practical purposes although information theoretically it is
linear code to make the system secure. The transformation not secure.
needs to be done only at the source and the operations at the |n other related work Feldmaet al [3] consider the same
i cuite ek . o okl ot o o SSLUP 85 Cai and Yeung [2, They show tha th problemn of
being secure c%n be made arbitrarily clgse to on){a by coding over finding a secure ngtwork code is Same as that of finding a block
a large enough field. code with some distance properties. They use that to show a
tradeoff between the required field size and the multicast rate
and show that the required field size could be unbounded if no
loss in multicast rate is allowed. Het al [6] consider another
aspect of security, security against Byzantine attack in which
an attacker modifies some packets.
N their pioneering work, Ahlswedet al [1] showed that  In this paper we give a new information theoretic model for
multicast rates could be increased by allowing for netwodecurity which accommodates a lot more practical require-
coding instead of just routing. They showed that the multicagients on security. The model proposed by Cai and Yeung
capacity is equal to the minimum of the max flows from thg a special case in the new model. We give an information
source to the destinations. Li and Yeung [8] showed that linegeoretic definition for meaningful information which is suited
codes are sufficient to achieve the multicast capacity.eHo for many practical systems. We then give a constructive proof
al [4], [5] proposed a random coding scheme in which th® show that it is possible to multicast without revealing any
messages on outgoing edges of a node are chosen to h@eaningful information and without any loss in rate when the
random linear combination of the messages on its incomin@mber of independent messages available to the eavesdropper
edges. They showed that the probability of the resultirig less than the multicast capacity of the network.
network code being a valid multicast code can be madewe then study the robustness of the security scheme against
arbitrarily close to one by coding over a large enough fieldan eavesdropper who is able to procure some side information.
In many applications that require multicasting, it is nece$¥e show that it is possible to multicast at the multicast
sary to make sure that only the intended destinations recedapacity using a secure network code that is maximally secure
the transmitted data. This problem of secure data transmissagainst guessing. i.e. if the eavesdropper has acceds to
on a multicast network was first studied by Cai and Yeurigdependent messages and the multicast capacity tisen
[2]. They considered a ratemulticast code used in an acyclicit is possible to construct a ratemulticast code such that for
multicast network and they showed that if an eavesdropper htaé firsth — k — 1 guesses the eavesdropper recovers at most
access to at mogt independent messagék < h) then it is one symbol per guess but with— k guesses he recovers all
possible to modify the given linear code and transmit securglysymbols.
at a rateh — k. They imposed an information theoretic security We then consider the case of computationally limited eaves-
requirement in which a system was said to be secure if adtbpper. With the use of one way functions, we show that the
only if the mutual information between the messages availat¥gstem can be made secure against a computationally limited
to the eavesdropper and the source symbols is zero. eavesdropper without any loss in rate when the number of
In practice, the security requirement may not be this strighdependent messages available to the eavesdropper is less
For example, consider an eavesdropper having accdgsi#io than the multicast capacity.
bs. Although the eavesdropper has one bit of information aboutWe compute bounds on the probability that a random code
the source he is unable to recover any of the source bits.not secure and show that the probability can be made
This may be secure enough for the application but is natbitrarily close to zero by increasing the field size.
information theoretically secure. If the security requirement is This paper is organized as follows. In the next section we

Index Terms— Secure Network Coding

I. INTRODUCTION



give the notation used in this paper. In section Il we give X
a precise definition for meaningful information and describe

X2 X1+’W/® w X1+X%® Xt2Xy
our security model. In section IV we give a constructive
proof to show that weakly secure communication is possible / / @’/
X

without any loss in rate. In section V we study the security @

provided by the proposed scheme when an eavesdropper i X1+X5 +2W 2X,+3%,)

able to procure side information. In section VI we discuss 1

the case of computationally limited eavesdropper. In section 6

VIl we extend our results to general security requirements. I®‘/ @f/ \\

section VIII we show that random codes are secure with hig @ @
(©

probability and finally we summarize our results in section IX. (@ (b)

\ | Timet Xl(t)+X2(t)

/
I[I. NETWORK MODEL AND NOTATION /®'\
\
We represent a network by a directed graph= (V, &), ®\@;X

Timet+1 Xl(t+1)+X2(t+l)

Timet Xq(t+1)+Xo(1)+x (t+1)

Timet+1 X(D)+xq(t+1)+%(1)

whereV is the set of vertices (nodes) arddis the set of
edges (links). Each edge is assumed to have a unit capacity.

In the multicast problem a source no_d’esends infor.mat_ion s | Timet | Xq(@x(tFL)x(tL)
X(t) = (z1(t),2a(t), -, z,(t))T at time ¢ to destination : RV
nodesD;,Ds, - --,Dy. When we consider a particular time Timetd | X[ hg(Ohtr)
instant we represent the input by j§t= (z1,z,---,2,)7.

We denote the multicast capacity of this network fay @

A network code is said to be linear if the message on afijg- 1. Network 1
outgoing edge of any node is a linear combination of the
messages on the incoming edges of the node. We represent
a linear code over grapé by (G, ®,r, F,) where® defines [Il. M EANINGFUL INFORMATION

the input output relationship for each nodejs the rate of  cgnsider a set of messagas. Let U andG be subsets of

transmission and’, is a field of sizey over which the code is the set containing the multicast information symbols. We say

defined. In a linear code if the source nafealso transmits hat A7 has no information about given G if I(U; M|G) is

a linear combination of the source symbols in each of itgq Wwe say thab/ has nomeaningful informatioraboutl/

outgoing edges then it is easy to see that the messageqRiin G if I(x;(t); M|G) = 0 Va;(t) € U. In this paper we

any edge will be a linear combination of the source symbolgynsider the case when we havetreams of data that need to

Therefore for a linear code the message on edge & can  pe mylticast and the seté andG are such that if; (1) € U

be written asl'e; X whereT, is a lengthr vector overF,. g4 2;(ty) € G thenz;(t) € U andz;(t) € G Vt. The sets

We note .that if the source transmits a linear trar_wsformation Bf and G are then subsets of the set of streams. We |Uide

X, CX, instead ofX then the message transmitted on edgg represent the number of streamslin In a general secure

e; would bel's; CX. network coding problem a network, a collection of wiretap
A wiretap network is specified by a collectiof of sets of sets.A, and P pairs of sets(U,,G,,) will be specified. We

edges.A = {A1, As,- -, A4 }; A C €. An eavesdropper will need to design a code such th&tM; U,|G,) = 0 Vp.

selects a particular set; € A and listens to all messages |n this work we concentrate on two special cases and

transmitted on edges iM; to get some information. We generalize the results towards the end. We say that Eve

assume that the set doesn’t change with time. For conveniepgg no information about the sourcelifX(t); M) = 0 Vt

we will use the name Eve for the eavesdropper. When Wghere )/ is the set of messages that Eve chooses to observe.

are specified a linear code and a wiretap network we U$Ris corresponds to the case whncontains all the source

A; to represent a matrix whose rows contain all linearl§treams andz is empty. The security condition considered

independent’;’s corresponding to edge; € A;. Inthis case py Cai and Yeung [2] falls in this category. We will use

the messages available to EveAisX. The number of rows in Shannon security to refer to this security requirement. The

A; is represented by;. We definek asmax; k;. We use the second case we consider is when Eve gets no meaningful

notation row space ofl; € A to represent the space spanneghformation about the source i.€({z;(¢)}22,; M) = 0 Vi for

by the rows ofA;. messages\/ observed by Eve. This corresponds to the case
We useb; to denote thej’" row of matrix B. The j'* row when we are given pairs of set§/;,G1),-- -, (U, G,) with

of matrix A; is represented by, ;. We represent rowg to  U; = {z;(-)} andG; is null. We call this type of security as

j + r of matrix B by Bj“. I, is used to denote an x » weak security. For example, if Eve accesses an edge containing

identity matrix. We use the notationB to represent the setz; @ x4, Wherezy, x5 are i.i.d. bits from source she gets one

that contains rows 0B as its elements. We use sg®1} or bit of information about the source but she doesn't get any

spa{UB} to represent row space . meaningful information. The system is then weakly secure but



not Shannon secure. each setd; € A, A, = (ej1,¢e52,- -, €5k, ), We associate a
These two notions of security have different capacities asrigtrix A;, k; x h, such that thé®” row of A; is T's,. The
shown in the following example. Consider the network showmessage obtained by Eve by accessing edges; iis A;X.
in Fig. 1. The edges have unit capacity. The multicast capackye tries to recover any information she can by performing
for this network is 2 and a capacity achieving coding schentigear operations om\;X.
that multicasts two symbols;; andzxs, is shown in Fig. 1(a).  If the source transmits a linear transformation of the input,
Let us assume that Eve can listen to any one edge on thé, source transmit€CX instead of X, then the message
network. Consider the coding scheme shown in Fig. 1{p). available to Eve isA;CX. We note that in this case the
represents a sequence of source symbol-and a uniform destination nodes can solve f@fX using the same network
random sequence independent of the message. Each edgenie and wherC is full rank they can recoveK from CX.
the coding scheme shown gets message of the farm- If C is not full rank some portion of the information will be
bw,b # 0 and its easy to seé(x1;ax; + bw) is zero when lost.
b # 0. Therefore the coding scheme is Shannon secure. It carwe will now give a constructive proof to show that a
be shown that this is the maximum multicast rate supportéidear transformation of the source is sufficient to achieve
when this system has to be Shannon secure. When the secuvitiak security. In a weakly secure system Eve cannot recover
condition is relaxed to weak security then using the scheraay information symbols from the observed messages. By
shown in Fig. 1(c) two symbols can be multicast without Eviaking linear combinations of the observed symbaAlsCX
getting any meaningful information about the source. WitBve shouldn’t be able to recover amy which implies
the data that is available on the edges she cannot determine
any of the source symbols. In (Fig. 1(d)) another scheme that biA;C # Inn Vbi, n,i 1)
is weakly secure is shown, but here the coding is done ove
multiple time slots. w
The codes shown in the example have two interesti
properties. In the examples, it can be seen that the sec
code (Fig. 1(b), 1(c), 1(d)) can be derived from the origin
code (Fig. 1(a)) by just changing the outputs of the source biA; # InnC ™ by, 0, @
node. The encoding functions at the intermediate nodes dor} t b dition i tisfied if find a full K matri
require any change. The second property is that sometimes §; above condition 1s satishied 1t we 1ind a full rank matrix

et a secure code, it may be necessary to increase the field S|zQl such that each row €™ " is not in the row space of
9 ' Y y eaghAi € A. The matrixC~?! is constructed as follows The

(Fig. 1(b), 1(c)) or the number of time slots (Fig. 1(d)) ove 14+1)% row in C-1, ¢, is selected as a lengthvector with
which the coding is done. For example the code shown in Fi aments inF thz;t liJsrlr’lot in spapA;} for i — 1--- L and
1(a) is a valid code inF, but it is not possible to construct - “". spar{{g—l}l} the previgusl slelectezd_rows o1

. . 1) "
a code overF, which is Shannon secure or weakly SeCur%uch a vector can definitely be found if the total number of

Note that by increasing the number of time slots over whlcvdctors in theh-dimensional space is more than the sum of

_codlng_ 'S done_ we are able to even keep the operating f'? e number of vectors in the subspaces that it shouldn't lie in.
in the intermediate nodes the same. The proofs for the results "} can be found if

presented in this paper are for the case when the operatﬁﬁg €11
field size is changed. Very similar proofs can be used to show

that the results hold when cod.mg is dqne over multiple time g > Z ¢ g™ for 1= 0,1, h—1 ©)
slots. In the second case the intermediate nodes do not have

to change their operations.

I[1ere In is the nt" row of anh x h identity matrix and

rp- is ak; x n vector in F,» Multiplying both sides byC~1,

ﬁ% necessary condition for the system to be weakly secure
comes

A;eA

Using the fact thak; < k the sufficient condition in Eq. 3 is

satisfied if
IV. MULTICAST CAPACITY OF WEAKLY SECURE

NETWORK mh ok m(h—1)
. . . . . . g™ > |Alg™ +q (4)

In this section we find the multicast capacity of a wiretap
network under weak security requirements when the numbgne sufficient condition in Eq. 4 can be satisfied by choosing

of independent messages available to the eavesdropper is tessfficiently large; and hence a linear transformati@hcan

than the multicast capacity. be found that transforms the given code into a weakly secure
Theorem 1:Consider a network codég,®,h,F,) and code. [ ]
a collection of sets of wiretap edgesA. If & = Corollary 1: In a network that supports a multicast rate of

maxac 4 rank(A) < h then there exist a transformationh, if at mostk(k < h) edges can be tapped simultaneously

matrix C, h x h, over Fym, ¢™" > | A|g™* +¢™"=1 'which then the multicast capacity under weak security requirements

when applied to the source makes the network code wealdyh.

secure. Proof: The network supports a multicast rate /ofso a
Proof: Let X = (x1,z2,---,2,)" be the input vector linear code can be found to multicastsymbols [8]. From

that is sent over the network. Since a linear code is beitigeorem 1 ifk < h a transformation at the source can be

used the message on each edgean be writtenl'e; X. With  applied to make it weakly secure. [ ]



A. Shannon Secure Network Coding network code can be found [3]. Although the construction

In this section we give a slightly different proof to somdrocedure for the matrbC is the same as that in [2] the
of the previous results in secure network coding using tigoof differs in the sense that in [2] the construction procedure
same formulation as in the proof above. For this problem,i®described and then it is proved that the code constructed is
network code(G, ®,h, F,) and a collection of sets of edgesSecure. Here, the construction procedure is motivated from the
A is specified. The input vector is divided into two portion§€curity condition and hence the resulting code is guaranteed
X = ((z1,- -, @), (Trs1,- -, 21))T. The firstr symbols are t0 be secure. It also directly gives a sufficient condition on the
information symbols and the remaining symbols are chosE#fluired field size when some loss in rate is allowed.
uniformly from Fm.

When Eve accesses edges in the Agtshe sees messages V. SECURITY AGAINST GUESSING
A;X. To make the system secure we have to find a transfor-m this section we look at the security aspects when the
mation matrixC such that Eve doesn't get any information : Mty asps
about the source from the observed message@sX. Let k — eavesdropper is able to guess some information. We assume

. : that Eve is able to perfectly guess some linear combinations

max rank(A;). Eve can get information from the messages sh ;
. . . T .. of the message symbols. Eve is also allowed to choose the
observes only if she is able to get some linear combinatiopns e . .
X inear combinations. We study the amount of information she
of the message symbols. Therefore the system will be secure

if we are able to find a full rank matriC such that canh recover per bit of |nfolrmat|on she guesses.
Consider a system that is Shannon secure. THién; S) =

bA;CX # [ayaz---a,:0---0)X Vi,b, (- ) #0 (5) 0. Let G represent the guesseB(M;S,G) = I(M;S) +
I(M;G|S) < H(G). Therefore Eve can recover only one bit

. 1 . of information per bit of information that she guesses. Now
space of the first rows of C has, NO VEclors in common o, qiger the following example. In a system that multicasts
with the row space of any of tha;'s apart from of COUTSE 5 hits lets say that the eavesdropper has access to two
the zero vector. The procedure for construct@g?! is as observations:, @ x5 andz, & x5, By guessing one bit says

_ _ -1 .
follows. For! _701 t? r — 1 we selecle,;; as a vector notin gq il e able to get three bits of information. We will now
spa{UA; U{C~1};} forall 4; € A.

L 1:Th 4 by the fi fo-1 show that it is possible to make the system weakly secure and
b emn;ab -1he spr?ce spar:jne Y the bwer\t/:/s or& maximally secure against guessing without any loss in rate.
obtained by using the procedure given above has no Intersec"I'heorem 2:If an eavesdropper listens to messagesAgn

tion ‘g'th ';hevspace sp%nned ?/i da_lptgrt frEn: the zero ve(ithor.t and guesses information then it is possible to find a transfor-
rool- Ve prove by contradiction. Let us assume al mationc over F» such that the number of symbols recovered

Clearly Eg. 5 can be satisfied if we find@such that the row

ki r usingg guesses is at mogtwheng < h—k;. Wheng = h—k;
Z iy j = ZO@C(I (6) the eavesdropper can recover flinformation symbols.
i=1 1=1 Proof: Before we prove the theorem we prove the
We assume that; < r is the largest such thato; # 0 following lemma'’s.
. ri—1 Lemma 2:Given a set oft linearly independent equations
-1 _ -1 ;i -1 AX = b for h variables such that none of tthevariables can
ra =% (; A ; aier) M e solved, it is possible to solve fowariables say;, , - - -, z;,

. . 11 o o given g linear equationdX = b;,b2X = by, - b X = b,
i.e. ¢’ € spafUA; UjL;" ¢; 7} which is a contradiction. it gnq only if the dimension of spdVA Ul_, I, .} < k+g.
Hence proved. , = Proof: If we are able to solve for;,,---,x;, using

Using Lemma 1 and the construction procedure if we 3fRe g equations then we know thdly, i, In .-+ In.j,} C
able to findr vectors then the remaining vectors@r! can spaf{UA Uby, - Ubg} and therefd?é di?{épar{UAjlul. .

be chosen as basis vectors of the space orthogonal to the gi’rlst_}) <k+g.
r vectors. So if the vectors are found the remainirig— r 7|‘¥dirr?(spar{UA Ulnj, Ui Ul b) < k+g, we
»J1 »J2 sJl — ’

can be found. A sufficient condition for finding the r vectorg,, findg vectorsby, - -, bg Not in spafiA) such that the
is as follows. It is possible to find_Y if e it

1+1 span{UA U?_, b;} covers thek + g dimensional space that
mh mk;+ml includes vectordy, ., I, i+, In . ]
> +mlfor 1 =0,1,2,---,r—1. (8 hogi hojay "t thigs :
1 A_ZE:AQ " ® Lemma 3:Given a set oft linearly independent equations
) T AX = b for h variables such that none of thevariables can
Eq. 8 is satisfied if be solved, it is possible to solve fofl > ¢) variables given
g™ > |AlgmE T for 1=0,1,2, -7 — 1. (9) ¢ equations(g +k < h) if and only if the dimension of span

of A and someh — k rows of identity matrixIy, is less than
if (r > h— k) Eq. 8 cannot be satisfied. f < h — k then

matrix C™* can be found and the condition reduces to Proof: If we are able to findh— & rows of identity matrix
gminti=k=m) S| g @0) s (njio o5, ) such thatD = dim(spar{UA uhzk
Inj,}) < h, then from Lemma 2 we can fingd= D — k <
if » = h — k then if ¢ > | A| a secure networkk code can be, — k equations that can be used along with thequations
found [2]. if r = h — (1 + €)k then if ¢ > | A|T#% a secure AX = b to solve for theh — & variables.



Now consider the case when we are giveequations such VII. M ULTICAST CAPACITY UNDER ARBITRARY
that we are able to solve fdrvariables sayc;, ,---,x;. Let SECURITY CONSTRAINTS

Ty, Tp,_, be variables that aren't in the sef,,---,z;,. | this section we consider the problem when we have data
If 1 > (h— k) consider the spacé; = spa{UA U}~ I, ;,}.  that requires different types of protection. We are given P pairs
By lemma 2 dimension of; is g +k < h. If | < h -k of setsU, and G, and the security requirement is that the
consider the spacs; = spar{UA Ul_, I ;, UL 1, 1. eavesdropper should get no information abbiytgiven G,,.
Since thel variables can be solved with equations, from  Theorem 3:Consider a network codég, ®, h, F,) and a
lemma 2 dinfspa{UA U._, I, ;,}) is at mostk + g. Space collection of sets of wiretap edges Let k = maxc.4 |A|. If
Sy is the span of these vectors in the- g dimensional space the security requirements specified by s@fs, G,) are such
andh —k—1 more vectors. Therefore diifiz) < k+g-+(h—  that max(|U,| + |G,|) < h — k then there exists a linear
k—l)=h+g—1<h. B transformation of the source symbols that makes the network

From Lemma 3 to ensure that the eavesdropper recovetgle secure.
only one symbol per guess up ko- k; — 1 guesses we should Proof: We first note that the information about message
find a transformatiorC such that the span oA;C and any symbols in U, given G, is zero if and only if the span
selections ofh — k; rows of I, is always the entire space.of vectors corresponding to streamsif has a non trivial
In other words we need to make sure thats such that span intersection with the span of vectors &sCUG,,. If we make
of A; and anyh — k; rows of C" is a h-dimensional vector sure that spafV, UG, has no nontrivial intersection witA;C
space. Such & is constructed using the following procedurethen spafU,} N spaf{A;CUG,} = {0}.

ci;; is chosen as a vector not in the span{(ﬂ‘—lll} and A matrix C that satisfies these conditions is constructed
not in the span ofA; and all combination ofnin((h — k; — as follows. The(l + 1)** row in matrix C~! is constructed
1),1) vectors from(cyt, -+, ¢; ). Using arguments similar as follows. Cﬁrll is chosen as a vector not in the span of
to the ones used before we can show that the such a mafC~—1}1} and not in span of{UA; U cjjlp) s U Cj:%m
can definitely be found if the field}~ is chosen such that for all ¢ and for all p such thatz;; € ng U G, where
{25, 0), Tja(p), --Tj.(p) } 1S the largest set ib/, UG, such that

g > Z (h - 1)qm(hl) + ¢™(h—1) 1) J1(p),---,J=(p) are all less tham+ 1. If [Up|+[Gp| < h—k

Aca h—Fk; then using the techniques used before we can show that we
can find a validC in a sufficiently large field. |
We can find a large enough such that the sufficient condition
11 is satisfied and hence a transformat{@mran be found that VIIl. SECURITY AND RANDOM CODING

ensures that the eavesdropper gets only one symbol per 9UEE%s et al [4], [5] showed that if each node sets its outputs to

tll b —k; —1 guess. be a random linear combination of its inputs then the network
code obtained is a valid multicast code with probability
VI. COMPUTATIONALLY LIMITED EAVESDROPPER (1- 7?/Q)_d wheren is t.he number Qf times a random linear
_ . _ _ combination is doney is the field size and! is the number
In [7], Jain had shown that it is possible to increase thgf destination node. In this section we find bounds on the
multicast capacity for secure communication when the eavegobability of a random code being secure.
dropper is computationally bounded. He assumed the existencegheorem 4:Given a network that employs random coding,
of one way functionf such that computingf(z) from = the probability that an eavesdropper gets meaningful informa-
is feasible but recovering: from f(z) is computationally tion about the source is less thafit;. The probability that
infeasible. Use of one way functions in a weakly secuige eavesdropper is able to get more than one symbol per guess
network code does not increase capacity wier< & but for any g < (n — k) guesses is bounded t&)w

it could give significant reduction in the required field size. The probability that a random code is not §hannon secure
We assume that the one way function is such that f(x)+f(y) j§ pounded by~ .
random and if x and y are independent it does not give any proof: Consider an eavesdropper, Eve, listening to mes-
information about any linear combination of x and y. sages on edges in a sdt € A. Eve recovers a particular
A simple scheme using one way functions is describegmbol z; iff row space of A; includes I ;. The only

below. For the network we first find a linear network code. Inrestriction imposed by the network is that the output message
stead of transmitting symbolX = (zy,z2, -+, z,) We trans- on any edge is a linear combination of the messages on the
mit X = (z1, 22+ f(a1121), ¥3+ f (2171 +@2272), -, 2+ incoming edges. This translates to the fact that sémews
F(2h=) anjz;)). Alinear transformation is done to the newof A, are independent and random and the others rows are
source symbols so that the eavesdropper cannot recover ghghear combination of these rows. An upper bound on the
first symbolz,. A sufficient condition on the field size securityprobability of Eve decoding any bit; by listening to edges
security against computationally limited eavesdropper is  in 4, whenk; < h andg > h is derived below.

h b Let ¢ be the number of matriceA;, k; x h, with elements

" > | Alg (12) i F, such that row space oA; doesn't include any row of

Like before the system can also be made maximally SeCl}Pg identity matrix.

against guessing. ¢> ("= qh)(d" —a®h)-- (¢" — ¢"h) (13)



where each term in the product is a lower bound for thtbe number of independent messages available to the eaves-

number of choices od; ; givena; 1,a; 2, - -, a;j—1 such that
the span{a; 1,---,a;;} doesn't include any row of;. The
number of matricesA; is ¢"*. If P; is the probability that
row space of4; doesn't include any row of;, then

h —h 7
P> IT;Z:(¢" — hg

k:l
Jj=1

ki
) = H(1 - q(hh_j)) (14)
j=1

dropper is less than the multicast capacity, secure communica-
tion is possible without any loss in rate. We also showed that
the processing necessary to make a given code secure had to
be done only at the source and destination nodes leaving the
operations at the intermediate nodes unchanged. We showed
that it is possible to make the system maximally secure against
guessing. Finally we showed that random coding is secure with

high probability if the coding is done over a large field.

We can now find a lower bound on the probabili®y, s that
a random coding scheme is weakly secure.

k

: h

1-Pys < Y (1-P) < Z(l_H(l_W))

i i =1

h N hk;
< Z(l - (1= (=) M) < Z gk

g ! (1]

|Alkh

i as)

[2
We now consider the case when Eve is able to gydisear
combinations of the message symbols perfectly while listeni
to edges inA;. We are interested in finding the probability

P,(i) that Eve is able to recover more thasymbols withg
guesses whep < h — k;. Eve will be able to recover more
than g symbols usingg guesses if the space spanned Ay
and somey + 1 rows of I, has a dimension strictly less tharl5]
ki+g+1. Letn, be the number of matriceA; with elements
in F, such that space spanned By and g + 1 rows of I,
has a dimensiotk; + g + 1. We have

i h h
(g+ 1) @Y > (¢" — (g+ 1) gtk (16) 7
=21

n>[]«"-
=t [8]
q (9 + 1)

We have
The probability Py s that with ¢ guesses the eavesdropper
recover more thag symbols(g < h — k) is upper bounded

by

There is a tradeoff between the field size and security against
guessing. If maximum possible security is required then
h—k—1 and the lower bound on the probability of the system
being maximally secure reduces to- (’,;)‘AT"

Note that for the Shannon security case the proof remains
almost the same as the proof for case with guessing but here
we need not consider all combinations @f+ 1 rows of Ij,.

As data is sent only in the firgh — k) rows we need to pick

g+ 1 rows from the firsth — k rows of I;,. For large field size
the bound in this case becomé’#ﬁ. [ ]

(6]

ks

P ]

g 7

h
g+1

|Alk

h—k—
q g

Pusa < Y (1= P,(i)) < ( (18)

IX. CONCLUSION

We defined a new model for security that is more suitable
for practical applications. We showed that for practical security
requirements like computationally limited eavesdropper when
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